02/2023

Doc. No. 2.047.014.1.a

Janitza electronics GmbH

Vor dem Polstiick 6

35633 Lahnau | Germany

Support +49 6441 9642-22
info@janitza.com | www.janitza.com

Description
Secure TCP/IP Connection

for UMG 508, UMG 509-PRO, UMG 511, UMG 512-PRO, UMG 604-PRO
and UMG 605-PRO

L2 U MIN

>

F

Janitza
UMG 605-PRO

Janitza’


https://manualsee.com/blog/WjgT40jrd.html

I Secure TCP/IP Connections |

Contents
General

Copyright

Trademarks

Disclaimer

Comments on the manual
Secure TCP/IP connection
Change password

© O 00 W W W wow

Firewall settings

-
N

Display password

-
w

Homepage password

-
a

Modbus TCP/IP communication security

-
()]

Modbus RS485 communication security
"UMG 96RM-E" communication security

-
a

Secure Connection
2


https://manualsee.com/blog/WjgT40jrd.html

I~ Secure TCP/IP Connections IS

General

Copyright

This functional description is subject to the legal provisions of copyright protection and may not be photo-
copied, reprinted, reproduced or otherwise duplicated or republished in whole or in part by mechanical or
electronic means without the legally binding, written consent of

Janitza electronics GmbH, Vor dem Polstlick 6,
35633 Lahnau, Germany

Trademarks

All trademarks and the rights arising from them are the property of the respective owners of these rights.

Disclaimer

Janitza electronics GmbH assumes no responsibility for errors or defects within this functional description
and assumes no obligation to keep the contents of this functional description up to date.

Comments on the manual

Your comments are welcome. If anything in this manual seems unclear, please let us know and send us an
email at: info@janitza.com
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Meaning of symbols

The following pictograms are used in this manual:

C: Dangerous voltage!
Risk of fatality or serious injury. Disconnect the

system and device from the power supply before
starting work.

Q Attention!
Please refer to the documentation. This symbol is

intended to warn you of possible dangers that may
arise during installation, commissioning and use.

j Note

Secure Connection
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Secure TCP/IP connection

Communication with the measuring devices of the UMG series is usually via Ethernet. The measuring devices
provide different protocols with the respective connection ports for this purpose. Software applications such
as the GridVis® communicate with the measuring devices via the FTP, Modbus or HTTP protocol.

Network security in the company network plays an increasingly important role here.

This guide is intended to support you in securely integrating the measuring devices into the network, thus
effectively protecting the measuring devices from unauthorized access.

The guide refers to firmware > 4.057, as the following HTML changes have been made:

e Improvement of the challenge calculation

e After three incorrect logins, the IP (of the client) is blocked for 900 seconds
e GridVis® settings revised

e HTML password: can be set, 8 digits

e HTML configuration completely lockable

If the measuring device is used in the GridVis®, several connection protocols are available. A standard pro-
tocol is the FTP protocol - i.e. the GridVis® reads files from the measuring device via FTP port 21 with the
respective data ports 1024 to 1027. In the "TCP/IP" setting, the connection is made unsecured via FTP. A
secured connection can be established using the "TCP secured" connection type.

Verbindungstyp |TCP -
UMG512 [TcP/1p[TCP/TP
Host Modbus RTU(RS485/R5232)
Ethernet-Gateway (z.B. fir Gerate an der R5485)
Time out [Millisg rp =
HTTP gesichert
EasyGateway EGA00-HE
EasyGateway EG400-HE (Gesicherte Verbindung) -
o] [ Abrechen | [_nie__] Fig.: Settings for the connection type under
"Configure connection"

Secure Connection
5


https://manualsee.com/blog/WjgT40jrd.html

I Secure TCP/IP Connections

Change password

e A user and password are required for the secure connection.
e By default, the user is admin and the password is Janitza.

e For a secure connection, the password for administrator access (admin)
can be changed in the configuration menu.

1. Step

e Open the "Configure connection" dialog
Example 1: To do this, use the mouse button to highlight the corresponding device in the projects win-
dow and select "Configure connection" in the context menu of the right mouse button
Example 2: Double-click on the corresponding device to open the overview window and select the
"Configure connection" button

e Select the connection type "TCP secured"
e Set the host address of the device

e Fill in the username and password.
Factory settings:
Username: admin
Password: Janitza

e Set the "Encrypted" menu item.
An AES256-bit encryption of the data is then activated.

Datei Bearbeiten Ansicht Extras Fenster Hilfe

E@DCOENS EEE

Q- Suche in Projekte (Crl+1

Projekte # | EIE =[5 ster x|

HNEHE

Fig.: Configuration of
the device connection
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2. Step

e Open the configuration window
Example 1: To do this, use the mouse button to highlight the corresponding device in the projects win-
dow and select "Configuration" in the context menu of the right mouse button
Example 2: Double-click on the corresponding device to open the overview window and select the
"Configuration" button

e Select the "Passwords" button in the configuration window.
Change the administrator password, if desired.

e Save the changes with the transfer of the data to the device ("Transfer" button)

Attention!

A DO NOT FORGET THE PASSWORD UNDER ANY CIRCUMSTANCES. THERE IS NO MAS-
TER PASSWORD. IF THE PASSWORD IS FORGOTTEN, THE DEVICE MUST BE SENT TO
THE FACTORY!

The admin password may be a maximum of 30 digits long and can consist of numbers,
(? letters and special characters (ASCIl code 32 to 126, except for the characters listed be-
low). Also, the password field must not be left blank.

The following special characters must not be used:

" (code 34)

\ (code 92)

A (code 94)
(code 96)

| (code 124)

Space (code 32) is allowed only within the password. It is not allowed as the first and last
character.

When you have updated to a GridVis® version > 9.0.20 and use one of the special charac-
ters described above, you will be prompted to change the password according to these
rules when you open the device configurator.

(? The description "Change password" with its password rules also applies to the connection
type "HTTP secured".

Secure Connection
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Firewall settings

e The measurement devices have an integrated firewall that allows you to block ports you don't need.

1. Step

e Open the "Configure connection" dialog
Example 1: To do this, use the mouse button to highlight the corresponding device in the projects win-
dow and select "Configure connection" in the context menu of the right mouse button
Example 2: Double-click on the corresponding device to open the overview window and select the
"Configure connection" button

e Select the connection type "TCP secured"
e Log in as administrator

Verbindungstyp [TCP gesichert
UMG512 [TCP gesichert]

Host 192.168.3.63
Time out [Millisek.]

Benutzername |admin

Passwort |uuou

Verschliisselt

Fig.: Configuration of
the device connection
(admin)

2. Step

e Open the configuration window
Example 1: To do this, use the mouse button to highlight the corresponding device in the projects win-
dow and select "Configuration" in the context menu of the right mouse button
Example 2: Double-click on the corresponding device to open the overview window and select the
"Configuration" button

e Select the "Firewall" button in the configuration window.

Secure Connection
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Fig.: Firewall configu-
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e The firewall is switched on via the "Firewall" button.
- As of release X.XXX, this is the default setting.
- Protocols that you do not need can be deactivated here.
- When the firewall is switched on, the device only allows requests on the protocols activated in each

case
Protocols Port
FTP Port 21, data port 1024 to 1027
HTTP Port 80
SNMP Port 161
Modbus RTU Port 8000
Debug PORT 1239 (for service purposes)
Modbus TCP/IP Port 502
BACnet Port 47808
DHCP UTP port 67 and 68
NTP Port 123
Server name Port 53

Secure Connection
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For rudimentary communication with the GridVis® and via the homepage, the following settings will

COEE  Fig.: Firewall configu-

suffice:
Ubersichtsfenster 58 [ §E] Konfiguration[UMG512] nl
7] L7} 8
Ubertragen Ubertragen an .. Ermeut laden Werkseinstellungen Speichere in Datei  Lade won Datei
Hentit Mur fir Gerate mit Firmware-Version mindestens 2.000!
Wandler P T T e T T e S e T T T
Frecern Firewall einschalten
‘Anschlussvarianten Auswahl der offenen Ports
MNominalwerte FIP @ |Bitte wihlen Sie sorgfiltig die geschlossenen Ports aus!
Rundsteuersignal HTTP @ |Abschaltung der falschen Ports kann Thnen jeglichen Zugriff auf
EEfiss SNMP @ |das Geriit sperren.
Ereignisaufzeichnung Modbus-RTU (Ethernet-gekapselt) [ ]
Geréteausfall-Ereignis Debug @
RCM-Einstellungen '
Transienten
Transientenaufzeichnung BA;HEt '
Mittelungszeiten Ping @
Aufzeichnungskonfiguration DHCP 2
Speicherkonfiguration NTP 2
Zeit Name Server F
Zeitzone
‘Einga
Werte setzen
Serielle Schnittstellen
Feldbus-Profile
IPKonfiguration
Firewall
Passworter
Flicker
Bacnet
Leistungsspitzenwert
Benennung der Eing&nge
Onling-Aufzei

09.06.2015 14:47:38 MESZ (GMT +02:00) |

ration

But please choose the closed ports carefully! Depending on the selected connection protocol, it may
only be possible to communicate via HTTP, for example.

Save the changes with the transfer of the data to the device (“Transfer" button)

Secure Connection
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Display password

e The device configuration via the device keys can also be protected. l.e. only after entering a password
is the configuration is possible. The password can be set on the device itself or via the GridVis® in the
configuration window.

The display password must be a maximum of 5 digits long and only contain numbers.
] . SlEkEs) Fig.: Setting the
Datei Bearbeiten Ansicht Extras Fenster Hilfe Q.- Suche in Projekte (Ctrl+ dIS /a asswor d
FTEYE I EEEL piay p
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- Gerate Ubertragen  Ubertragenan..  Emeutladen  Werkseinstelungen SpeichereinDatei  Lade von Datei
= " Nach Geratetyp Identitat Admin Janiza @
E E:E?Z:M LA t fir den am Gerat [12345 I @
el wesu Anschivssvaranten | T 0 @
Bua'ii‘fm Nominalwerte Homepage mode |Homepage richt sperren - @
- of Jasic Vorlagen = T o | @
ﬁGraphEn — fir EMax oo | @
Topologie =
-] Ex;:s &Reporte G:;‘:ff'l{rms
) |i Daterbank [JanDE] _rmg_;;'::mf'
[} Generische Modbus Prof Mittelungszeiten
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Speicherkonfiguration
Zeit
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Digitalausgange
Serielle Schittstellen
Feldbus-Profile
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| Passwirter |
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Lasmn:::::mwst
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109.06.2015 15:01:28 MESZ (GMT +02:00) ‘
Procedure:

e Open the configuration window
Example 1: To do this, use the mouse button to highlight
the corresponding device in the projects window and select
"Configuration” in the context menu of the right mouse but-
ton
Example 2: Double-click on the corresponding device to
open the overview window and select the "Configuration"
button

e Select the "Passwords" button in the configuration window.
If so desired, change the option "User password for the
programming mode on the device"

e Save the changes with the transfer of the data to the device
("Transfer" button)

The configuration on the device can then only be changed by
entering a password.

Secure Connection
12

Power Quality Analyser
Class A

System

enter

5 6

Janitza
UMG 512-PRO


https://manualsee.com/blog/WjgT40jrd.html

I~ Secure TCP/IP Connections IS

Homepage password
e The homepage can also be protected from unauthorized access. The following options are available:

e Do not lock homepage

The homepage is accessible without login; configurations can be made without logging in.
e Lock homepage

After a login, the homepage and the configuration for the user's IP will be unlocked for 3 minutes.

With each access the time is set to 3 minutes again.
e Lock configuration separately

The homepage is accessible without login; configurations can only be made by logging in.
e Lock homepage and configuration separately

- After a login, the homepage is unlocked for the user's IP for 3 minutes.

- With each access the time is set to 3 minutes again.

- Configurations can only be made by logging in.

Note: Only the variables that are in the init.jas or have "Admin" authorization are
(:? considered as configuration

The homepage password must be a maximum of 8 digits long and only contain
numbers.

Obersichtsfenster 5| ] Konfiguraton[UMG512] 5| [N B3]
€ L (] [ = Q

Ubertragen Ubertragen an .. Erneut laden Werkseinstellungen SpeichereinDatei  Lade von Datei
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Fig.: Set homepage password
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After activation, a login window appears after

opening the device homepage. Janitza - Homepage login

Login

Bitte geben Sie das Geratepasswort an:
Please enter the password to logon:

Password: | |

Name: RISK Test
Description: 1

Fig.: Homepage login
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Modbus TCP/IP communication security

It is not possible to secure the Modbus TCP/IP communication (port 502). The Modbus standard does not
provide for any protection. Integrated encryption would no longer be according to Modbus standard and
interoperability with other devices would no longer be guaranteed. For this reason, no password can be as-
signed during Modbus communication.

If IT specifies that only secured protocols may be used, the Modbus TCP/IP port must be deactivated in the
device firewall. The device administrator password must be changed and communication must take place
via "TCP secured" (FTP) or "HTTP secured".

Modbus RS485 communication security

Protection of the Modbus RS485 communication is not possible. The Modbus standard does not provide for
any protection. Integrated encryption would no longer be according to Modbus standard and interoperability
with other devices would no longer be guaranteed. This also concerns the Modbus master functionality. |.e.
no encryption can be activated for devices at the RS-485 interface.

If IT specifies that only secured protocols may be used, the Modbus TCP/IP port must be deactivated in the
device firewall. The device administrator password must be changed and communication must take place
via "TCP secured" (FTP) or "HTTP secured".

However, devices at the RS485 interface can then no longer be read out!

The alternative in this case is to dispense with the Modbus master functionality and to exclusively use Ether-
net devices such as the UMG 604 / 605 / 508 / 509 / 511 or UMG 512.

"UMG 96RM-E" communication security

The UMG 96RM-E does not offer a secured protocol. Communication with this device is exclusively via
Modbus TCP/IP. It is not possible to secure the Modbus TCP/IP communication (port 502). The Modbus
standard does not provide for any protection. l.e. if encryption were to be integrated, it would no longer be in
accordance with the Modbus standard and interoperability with other devices would no longer be guaranteed.
For this reason, no password can be assigned during Modbus communication.

Secure Connection
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